Security and Policies

Security and

| » P Py



NAS Systems Environment Rules of Behavior

This document outlines the requirements for use of the computing systems, resources, and facilities located at and/or operated by
the NASA Advanced Supercomputing (NAS) Division at NASA Ames Research Center (collectively, "NAS Systems Environment").

As a user of the NAS Systems Environment (NSE), | agree to the following and understand that failure to abide by these provisions
may constitute grounds for termination of access privileges, administrative action, and/or civil or criminal prosecution:

1.
2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

| will abide by all requirements in the "NASA Cybersecurity and Privacy Rules of Behavior" document.
NSE accounts are to be used only for the purpose for which they are authorized and are not to be used for non-NASA related
activities.

. If issued any Government Furnished Equipment (GFE), | will use only GFE to connect to NSE systems.
. If issued any GFE, | will connect to the NASA VPN prior to and while utilizing NSE resources when my GFE is not directly

connected to a NASA network.

. I am responsible for using the computing systems, resources, and facilities in an efficient and effective manner. | understand

that account deactivation will result after 60 days of inactivity and data may be archived after 90 days unless my project or |
make arrangements with NAS User Services to preserve my data.

. NSE resources support many users. | agree not to consume more resources than | have been authorized to use. If my activity

is deemed to be excessive or has an adverse impact on other users, | understand that my processes may be terminated
without warning.

. lunderstand that these computing systems are unclassified systems. Processing and storing of Classified National Security

Information is prohibited.

. lunderstand that these computing systems are categorized as moderate risk according to FIPS 199; therefore, processing and

storing information that is categorized as high risk is prohibited. Furthermore, these computing systems are NOT authorized to
process or store Sensitive Personally Identifiable Information (PII). | will not introduce Sensitive PIl into any NSE systems.

. lunderstand that | am responsible for protecting any information processed or stored in my accounts and will take appropriate

precautions to protect CONTROLLED UNCLASSIFIED INFORMATION (CUI) or other sensitive information, regardless of whether
explicitly marked as sensitive, which may include encrypting the data to provide protection that goes beyond the standard
operating system (OS) protections provided by the computing systems.

| understand that | shall not share my NSE user account credentials or authenticator tokens or facilitate unauthorized access to
any NSE system. This includes logging in to an NSE system and letting an unauthorized user access or use my session.

| understand that | shall not engage in activities that compromise or weaken the security of NSE systems or have been
identified as prohibited and high-risk practices by the NAS Security Team. These activities include, but are not limited to,
keeping unauthorized world-writable directories, running password cracking programs, downloading, or introducing malicious
software, running unauthorized software, opening unauthorized listeners/port numbers, conducting unauthorized data
transfers, and copying or making available system and password configuration files to others.

| understand that | shall not make copies of copyrighted software except as permitted by law or by the owner of the copyright.
| understand that | shall not use licensed software in a manner that violates the licensing agreement.

| understand that | shall not attempt to access any data or programs contained on systems for which | do not have
authorization or explicit consent from the owner of the data/program, the NAS Division Chief, or the NAS Computer Security
Official, nor shall | attempt to bypass any security controls without authorization.

| understand that | am required to report immediately any security weaknesses in the systems or any IT security incidents,
including misuse or violation of this agreement, to the NASA Security Operations Center at +1 877.NASA.SEC or
Soc@nasa.qgov.

| understand that | am required to access NSE systems only from remote systems that are safe from malicious programs and
activity.

| understand that | will be required to complete the NASA mandatory CYBERSECURITY AND PRIVACY AWARENESS TRAINING
course available at: https://satern.nasa.gov/. (Note: Additional details are available from NAS User Services.)

| understand that | may not disseminate information on behalf of the NAS Division on social media without export review and
explicit authorization from an authorized NASA official. This limitation applies only to information owned by the NAS Division.

| understand that this/these system(s) and resources are subject to monitoring and recording and | will have no expectation of
privacy in my use of and content on these systems and the computer equipment.

| understand that failure to comply with NAS Rules of Behavior may lead to loss of access, administrative action, and/or
criminal prosecution.

The NAS Systems Rules of Behavior were last updated on December 11, 2023.
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Authenticating to NASA's Access Launchpad

In order to perform some basic tasks that use NAS web applications, such as changing your NAS password or logging into the myNAS
portal, you must authenticate to NASA's Access Launchpad using your NASA Smartcard or RSA SecurlD token.

Using Your NASA Smartcard

This is Launchpad's default option. Make sure Smartcard (preferred) is selected, insert your NASA smartcard into your
workstation's card reader, and click Smartcard Log In, as shown below. Enter your PIN when prompted.
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Jordan, Need Help?
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Access Level: High
Full access to authorized applications.

Or choose another option below

Default Selection
—> Smartcard (preferred)

RSA Token

Agency User ID

Using Your RSA SecurlD Token

Select the RSA Token option, provide your Agency User ID, and enter your passcode, as shown below.

If you have an RSA SecurlD fob, your passcode is your PIN + the token code displayed on the fob. If you have a soft token, enter your
PIN in the RSA SecurID app to get the token code, then enter only the token code in the PIN + Tokencode field.

RSA Token [~

Agency User ID PIN + Tokencode

Forgot Agency User ID? Forgot PIN?

m e
N\ | Access Level: Moderate
(_,.;’ @ i :59 1!59.' Accepted by most applications.

For full access, log in with a smartcard.

Or choose another option below

Smarteard (preferred)

e

Agency User ID

Once you are authenticated to Launchpad, you will be connected to the NAS password change form, the myNAS web portal, or
another NAS web application to complete your task.
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Security Training Requirements

As a NAS user, you are responsible for being aware of the following account-related policies:

e Users must comply with the NAS Systems Environment (NSE) Rules of Behavior.

e Users and NAS staff requesting either a new or a renewed account must complete the CYBERSECURITY AND PRIVACY
AWARENESS TRAINING course available at https://satern.nasa.gov/. The course must be completed annually.

e Users and NAS staff requesting either a new or renewed account must fill out an Account Request form for the annual New
Operational Period (NOP).

Account Deactivation

Users who do not comply with the rules listed in the NSE Rules of Behavior will have their accounts disabled either temporarily or
permanently. Account deactivation will result after 60 days of inactivity and data may be deleted after 90 days unless a user or
project makes arrangements with NAS User Services to preserve their data.
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Two-Factor Authentication Policy

In the field of security, there are three general factors that can be used to prove that you are who you claim to be:

e Something you have (such as an ID card)
e Something you know (such as a password)
e Something you are (such as your fingerprint)

Two-factor authentication refers to using any two of these factors to authenticate a person before access to systems is granted.

NAS Two-Factor Authentication Policy
The NAS facility uses the following factors:

1. Your assigned RSA SecurlD token
2. Your public/private key pair (or your NAS password, which is accepted by the SFEs but not the PFEs)

You must authenticate yourself with these factors before you can access NAS resources from outside the NAS secure enclave. One
of these factors must be your RSA SecurlD token.
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Password Creation Rules

Strong passwords are required to protect the security of NAS systems.

When you create or change your NAS password, specify a unique password that you have never used anywhere else. Never use your
NAS password for any other application under any circumstances.

Follow these rules when you create your password:

1. Use a minimum of 12 characters
2. Include characters from at least three of the following types:
o Uppercase letters
o Lowercase letters
o Numbers
o Special characters (e.g., $! @ #)
3. Do not use a "trivial" password that can be easily guessed; for example, do not use:
o Your agency user ID (AUID)
o Adictionary word in any language, or a dictionary word with numbers appended or prepended to it (for example,
"hello22" or "22hello")
o A contractor name
o A division or branch name
o A password partly or fully composed of any of the following terms: your user ID, name, birth date, Social Security
number, family member or pet's name, your name spelled backwards, or any other personal information
o The name of any automobile or sports team
o The name of any vendor product or product nickname
o Repetitive or keyboard patterns (for example, "abc#ABC", "1234", "qwer", "mnbvc", "aaa#aaaa")
4. Do not use any of your previous 24 passwords

After you successfully change your password, you must wait at least one day to change it again. You must change your password
every 60 days.

WARNING: Never share your password with anyone. For more information about user requirements and responsibilities, read the
Security Training Requirements and the NAS System EnvironmentRules of Behavior.
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Public/Private Key Pairs

Public-key authentication is a means of identifying yourself by proving that you know the private key associated with a given public
key. This method is more secure than password authentication, but it requires more effort to set up.

Public-Key Basics

To use this method, you use the ssh-keygen program to generate a public/private key pair on your local system. You will be prompted
for a passphrase which is used to encrypt the private key. By default, the private key is stored in ~/.ssh/id_rsa and the public key is
stored in ~/.ssh/id_rsa.pub.

The private key should only be kept on your local system and should be encrypted using a passphrase that is at least as strong as
any password you would normally use. The security of this method depends on keeping the private key safe and secure.

The public key can be safely copied to other systems and appended to ~/.ssh/authorized_keys on those systems. The server uses this
copy of the public key to confirm that you possess the private key.

When you authenticate to a server using public-key authentication, the SSH client offers a copy of the public key to the server and
the server then compares it against the keys listed in your ~/.ssh/authorized_keys file. If it matches, the server indicates that it is able
to proceed with the authentication. At that point, the SSH client will prompt you for the passphrase in order to decrypt the private
key. The private key is then used to sign a message that includes data specific to the SSH session. The server can then use its copy
of the public key to verify the signature.

If the server can verify the signature, you are authenticated.

Why Are Public/Private Keys More Secure Than Passwords?

The passphrase is never sent over the network
The private key is never sent over the network
It is extremely computationally expensive to derive the private key from the public key

L]
L]
L]
e Protects against man-in-the-middle attacks
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SUID/SGID Scripts

Users are prohibited from creating and using privileged SUID and/or SGID scripts under their home, scratch, /nobackup, and /tmp
filesystems.

SUID scripts (that is, with permission u+s) and SGID scripts (with permission g+s) could allow someone (other than the owner) to gain
unauthorized access to users' files, posing a security hazard.

WARNING: The high end computing systems at the NAS facility are configured to disable the execution of any SUID/SGID shell
scripts.
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RSA SecurlD Tokens

NASA uses RSA SecurlD technology to provide secure authentication to its supercomputing resources. To log into the systems in the
NAS secure enclave, all NAS users must have an RSA SecurlD token. When you get a new NAS account or need to renew an existing
NAS token, you can choose one of two types:

e Hard token (a small hardware device called a fob)
e Soft token (a software app installed on your iPhone or Android device)

Both types of token generate a pseudo-random number, called a tokencode, at regular intervals. The tokencode is used in
conjunction with a personal identification number (PIN) to authenticate to NAS systems.

To learn more about RSA SecurlD technology, see the RSA website.

Note: If your RSA SecurlD token was provided by NAS and you need support, please contact the NAS Control Room at (800) 331-
8737 or (650) 604-4444. If your token was provided by another NASA center, please contact your local help desk for assistance.

Hard Token (Fob)

The RSA SecurlD fob generates and displays a six-digit token code every 30 seconds. Your PIN is combined with the tokencode
currently displayed on the device to create a passcode, and the passcode is used to authenticate into NAS systems. This is known as
One Time Password (OTP) technology.

For example, a PIN xyy123zzz combined with the tokencode shown below creates a one-time passcode, xy123zzz101568:

N
& RSA
A SecurlD

On the left end of the display, six bars serve as a countdown timer for the currently displayed tokencode. Once the bars are gone, a
new random number is displayed and the six bars re-appear to restart the countdown process.

The back side of the fob has three identifiers:

e Unique serial number
e Expiration date
e Manufacturer's batch number

To learn how to create your PIN and log into NAS systems, see Enabling Your RSA SecurlD Hard Token (Fob).

Fob Care

Do not expose the fob to extreme temperature, pressure, x-rays, or magnetic fields.

If your NAS-supplied RSA SecurID fob is damaged or lost, immediately contact the NAS Control Room at (800) 331-8737 or (650)
604-4444 to request a replacement fob. Replacement may take a few days, depending on postal delivery times. Therefore, to help
you access NAS systems while you wait for your new fob to arrive, the Control Room analyst can issue you a set of 10 temporary
passwords (each usable only once and in combination with your PIN). You may request another set if the initial set is used before
your fob arrives.

Soft Token

The RSA SecurlD soft token app is available for your iOS or Android device.

Like the fob, the soft token displays a tokencode every 30 seconds. However, the soft token uses a different, two-step method of
associating a PIN with a tokencode. First, you enter your PIN into the app, as shown in the first screen below. The second screen
displays an eight-digit tokencode:
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Enter PIN 72 PIN Passcode 7

SecurlD

This eight-digit tokencode is your entire passcode. Because it is associated with the PIN that was used to obtain it via the soft token,
it does not need to be combined with the PIN to log into NAS systems or other agency systems.

TIP: Some agency systems may specify that your passcode is your PIN + tokencode. If you have an RSA SecurlD soft token,
disregard this instruction. Enter only the tokencode.

To learn how to create your PIN and log into NAS systems, see Enabling Your RSA SecurlD Soft Token (App).
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Role of the Secure Front Ends

The secure front ends (SFEs) are the bastion hosts protecting the NAS secure computing enclave. The enclave includes all of the
major HECC systems, including: Aitken, Electra, Endeavour, Lou, and the hyperwall.

To access resources inside the enclave from your local system, you must first use Secure Shell (SSH) to connect to one of the SFEs
(sfe[6-8]) and log in using one of the following two-factor authentication methods:

e RSA SecurlD + NAS password
e RSA SecurlD + NASA personal identity verification (PIV)
e RSA SecurlD + public key

Once authenticated, you can then use SSH to access any of the NAS systems from the SFE.

You can avoid having to log in twice (first to an SFE and then to a system inside the enclave) by setting upSSH Passthrough.

Note: Using SSH to connect from the SFEs to hosts outside of the enclave is not allowed.

New SFE Features and Changes

The SFEs (sfe[6-8]), which replaced some old SFEs in 2021, have some new features as well as some changed functionality:

e The new SFEs are built on a different and more restrictive architecture than the old ones. You can no longer directly read or
write any file on the SFEs. You can only execute the commands ssh, ssh-balance, and a new command called ssh-key-init.

e SSH public keys used for SSH passthrough are managed using the newssh-key-init command. For instructions on using this
command to initialize public keys, see: Setting Up Public Key Authentication

e Transfers to and from the SFEs themselves are no longer allowed. Existing mechanisms using SSH passthrough and SUP/Shift
are still supported as previously. For transfer instructions, see: Inbound File Transfer Through SFEs: Examples

e When you log into an SFE using the RSA SecurID passcode + NAS password method, the password will now be prompted
before the RSA SecurlD passcode (instead of after).

e A new authentication method, RSA SecurlD passcode + NASA PIV, is now available for users who hold NASA personal identity
verification (PIV) badges. When your NASA badge is attached to your workstation via a card reader, this method enables you
to log in using your PIV personal identification number (PIN) and RSA SecurlD passcode.
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Obtaining and Changing Your NAS Password

You will receive a default password for your NAS account as part of the first-time login process. You will also be prompted to change
the default password the first time you log in.

Note: Your NAS password is sometimes referred to as your "Lou" or "LDAP" password.

If you are a current user with an existing account on a NAS system and you are approved to get an account on another NAS system,
your password on the new system is the same as your current NAS password. If you do not remember this password, call the NAS
Control Room at (800) 331-8737 or (650) 604-4444 to obtain a new default password.

NAS passwords expire every 60 days. You will receive an automated email prompting you to change your password several days
prior to expiration. There are two ways to change your password:

e Type passwd from one of the NAS compute resources or a Lou front-end system (such as a PFE or LFE) and follow the prompts.
e Use the NAS Password Change Form (you'll be prompted to authenticate via NASA's Access Launchpad).

When you change your password, be sure to follow thePassword Creation Rules. If your password has already expired, you may need
to contact the Control Room to change it.

Note: Due to security requirements, Control Room staff will confirm your identity by asking you the security question that you
submitted with your account request form, or by calling you back at your phone number on record. If your phone number has
changed due to office moves or reorganizations, your Principal Investigator must contact the Control Room and provide the reason
for the change, either by phone or by sending an email to support@nas.nasa.gov.
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Secure Shell (SSH) Protocol

The Secure Shell (SSH) protocol provides secure, encrypted communication between two untrusted hosts over an unsecured
network, requiring users to prove their identities to successfully connect to a remote system. SSH is used both for interactive login
sessions and for executing arbitrary commands on remote systems. Authentication information, such as a password or passcode, as
well as data are both encrypted over the network.

SSH uses a client-server model. On the client, you initiate an SSH connection with thessh command, which connects to the sshd
daemon on the remote system.

OpenSSH at NAS

All NAS systems use the OpenSSH implementation of the SSH protocol. This implementation includes ssh, scp, sftp, sshd, and utilities
such as ssh-add, ssh-agent, and ssh-keygen. Although OpenSSH includes support for both the SSH-1 and SSH-2 protocols, NAS systems
accept connections using SSH-2 only.

WARNING: Due to security and performance issues with older versions of OpenSSH, we strongly recommend that you use OpenSSH
5.2 or later for best performance, security, and functionality.

Operating System Considerations

MacOS and Linux

MacOS and most Linux distributions include a version of OpenSSH. However, it is important to keep up with the latest security
updates for your operating system to ensure that you have the latest version of OpenSSH supported by the vendor.

Windows/Cygwin
On systems running the Windows operating system, you must install a client that supports the SSH-2 protocol.

We recommend using Cygwin, which provides a Linux-like environment for Windows, and OpenSSH. For download and installation
instructions, see Installing Cygwin (PDF).

To learn more about OpenSSH, see the ssh(1) and ssh_config(5) man pages.
See the following Wikipedia pages for more information:

e Secure Shell
e OpenSSH
e Cygwin
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NAS Systems Environment Rules of Behavior

This document outlines the requirements for use of the computing systems, resources, and facilities located at and/or operated by
the NASA Advanced Supercomputing (NAS) Division at NASA Ames Research Center (collectively, "NAS Systems Environment").

As a user of the NAS Systems Environment (NSE), | agree to the following and understand that failure to abide by these provisions
may constitute grounds for termination of access privileges, administrative action, and/or civil or criminal prosecution:

1.
2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

| will abide by all requirements in the "NASA Cybersecurity and Privacy Rules of Behavior" document.
NSE accounts are to be used only for the purpose for which they are authorized and are not to be used for non-NASA related
activities.

. If issued any Government Furnished Equipment (GFE), | will use only GFE to connect to NSE systems.
. If issued any GFE, | will connect to the NASA VPN prior to and while utilizing NSE resources when my GFE is not directly

connected to a NASA network.

. I am responsible for using the computing systems, resources, and facilities in an efficient and effective manner. | understand

that account deactivation will result after 60 days of inactivity and data may be archived after 90 days unless my project or |
make arrangements with NAS User Services to preserve my data.

. NSE resources support many users. | agree not to consume more resources than | have been authorized to use. If my activity

is deemed to be excessive or has an adverse impact on other users, | understand that my processes may be terminated
without warning.

. lunderstand that these computing systems are unclassified systems. Processing and storing of Classified National Security

Information is prohibited.

. lunderstand that these computing systems are categorized as moderate risk according to FIPS 199; therefore, processing and

storing information that is categorized as high risk is prohibited. Furthermore, these computing systems are NOT authorized to
process or store Sensitive Personally Identifiable Information (PII). | will not introduce Sensitive PIl into any NSE systems.

. lunderstand that | am responsible for protecting any information processed or stored in my accounts and will take appropriate

precautions to protect CONTROLLED UNCLASSIFIED INFORMATION (CUI) or other sensitive information, regardless of whether
explicitly marked as sensitive, which may include encrypting the data to provide protection that goes beyond the standard
operating system (OS) protections provided by the computing systems.

| understand that | shall not share my NSE user account credentials or authenticator tokens or facilitate unauthorized access to
any NSE system. This includes logging in to an NSE system and letting an unauthorized user access or use my session.

| understand that | shall not engage in activities that compromise or weaken the security of NSE systems or have been
identified as prohibited and high-risk practices by the NAS Security Team. These activities include, but are not limited to,
keeping unauthorized world-writable directories, running password cracking programs, downloading, or introducing malicious
software, running unauthorized software, opening unauthorized listeners/port numbers, conducting unauthorized data
transfers, and copying or making available system and password configuration files to others.

| understand that | shall not make copies of copyrighted software except as permitted by law or by the owner of the copyright.
| understand that | shall not use licensed software in a manner that violates the licensing agreement.

| understand that | shall not attempt to access any data or programs contained on systems for which | do not have
authorization or explicit consent from the owner of the data/program, the NAS Division Chief, or the NAS Computer Security
Official, nor shall | attempt to bypass any security controls without authorization.

| understand that | am required to report immediately any security weaknesses in the systems or any IT security incidents,
including misuse or violation of this agreement, to the NASA Security Operations Center at +1 877.NASA.SEC or
Soc@nasa.qgov.

| understand that | am required to access NSE systems only from remote systems that are safe from malicious programs and
activity.

| understand that | will be required to complete the NASA mandatory CYBERSECURITY AND PRIVACY AWARENESS TRAINING
course available at: https://satern.nasa.gov/. (Note: Additional details are available from NAS User Services.)

| understand that | may not disseminate information on behalf of the NAS Division on social media without export review and
explicit authorization from an authorized NASA official. This limitation applies only to information owned by the NAS Division.

| understand that this/these system(s) and resources are subject to monitoring and recording and | will have no expectation of
privacy in my use of and content on these systems and the computer equipment.

| understand that failure to comply with NAS Rules of Behavior may lead to loss of access, administrative action, and/or
criminal prosecution.

The NAS Systems Rules of Behavior were last updated on December 11, 2023.
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MATLAB License Policy

In order to effectively utilize the limited number of MATLAB licenses on NAS-supported workstations or supercomputing systems:

e Each user is limited to a single interactive MATLAB license.

e When using the MATLAB GUI, after four hours of being idle and not running a job, the license will be revoked.

e Start a second MATLAB GUI on the same host to compile or use toolboxes. Exit the second GUI when you are done with the
license to immediately free up the compiler/toolbox license.

e [f users are waiting for licenses, a MATLAB process that has been idle for more than ten minutes may be terminated to revoke
its license and make it available to another user.

For more information, including alternatives to using MATLAB licenses, see Using NAS MATLAB Licenses.
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Interactive Data Language (IDL) License Policy

In order to effectively utilize the limited humber of Interactive Data Language (IDL) licenses on NAS-supported workstations or
supercomputing systems:

e Each user is limited to a single interactive IDL license.

e When using the IDL command line, after four hours of being idle and not running a job, the license will be revoked.

e [f users are waiting for licenses, a IDL process that has been idle for more than ten minutes may be terminated to revoke its
license and make it available to another user.
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Common Standard Billing Unit (SBU)

A common Standard Billing Unit (SBU) normalizes computing time usage across different types of processor architectures, and is
used for allocating and tracking usage for both the HECC project and the NASA Center for Climate Simulation (NCCS).

For details about the charging formula and SBU rates for each processor type, seeJob Accounting.
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ITAR/Export Control

The Pl must, by law, manage, protect and control the export of the project's data in a way that complies with the security category of
the data. There are five categories of data:

Mission Information (MSN)

Business and Restricted Technology Information (BRT)
Scientific, Engineering, and Research Information (SER)
Administrative Information (ADM)

Public Access Information (PUB)

WARNING: Mission Information requires the most stringent security control and protection. Currently, the NAS Facility is not
configured to provide services for MSN data. For Business and Restricted Technology Information (which includes ITAR/Export
Control Data), no world access (write/read/execute) is allowed.

Detailed descriptions of each data categories are as follows:

Mission Information (MSN)

If the information, software applications, or computer systems in this category are altered, destroyed, or unavailable, the impact on
NASA could be catastrophic. The result could be the loss of major or unique assets, a threat to human life, or prevention of NASA
from preparing or training for a critical Agency mission. Examples in this category are those that control or directly support one of
the following:

. Human space flight

Wide Area Networks

Development of the data or software used to control human flight
. Training simulation vehicles

Wind tunnel operations

. Launch operations

. Space vehicle operations

NoO U A WNHKE

Business and Restricted Technology Information (BRT)

This category consists of information that NASA is required by law to protect. It includes information, software applications, or
computer systems that support the Agency's business and technological needs. In general, if information in this category should be
disclosed inappropriately, the disclosure could result in damage to our employees, in loss of business for our partners and customer
businesses, in contract protest, or the illegal export of technology. This category includes systems containing technological
information that is restricted from general public disclosure because of public laws. Examples in this category are those that are
related to the following kinds of information:

Financial

Legal

Payroll

Personnel

Procurement

Source selection

Proprietary information entrusted to the Government

Export controlled technical information (includes disclosure to foreign nationals)
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Scientific, Engineering, and Research Information (SER)

All official NASA information held by NASA employees may be released publicly only in accordance with NASA regulations; however,
systems in this category do not contain information for which the release is otherwise governed by law. This category consists of
information that supports basic research, engineering, and technology development but is less restricted against public disclosure.

1. Alteration, destruction, unauthorized disclosure, or unavailability of the systems, application, or information would have an
adverse or severe impact on individual projects, scientists, or engineers; however, recovery would not impede the Agency in
accomplishing a primary mission.

2. Integrity is the driving concern in this category followed by availability. Confidentiality is important and should be considered
in a risk assessment insofar as it protects individual researchers from such things as premature disclosure of their work by
another party. The impact, howeuver, is primarily on an individual rather than on the Agency.

Administrative Information (ADM)

Administrative Information includes, but is not limited to electronic correspondence, briefing information, project/program status,
infrastructure design details, predecisional notes, vulnerability descriptions, passwords, and internet protocol addresses.
Organizations run various applications-from problem reports to configuration management tools-on administrative IT systems.

1. This category includes systems, applications, and information that support NASA's daily activities, such as electronic mail,
forms processing, networking, and management reporting.
2. Integrity and availability are the driving IT security concerns. The impact is primarily managerial in nature, which would
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require time and resources to correct. Confidentiality may be of concern in certain specific administrative information. In such
instances, additional security controls must be imposed as a risk analysis dictates.

Public Access Information (PUB)

This category includes information, software applications, and computer systems specifically intended for public use or disclosure,
such as a public web site or hands-on demonstrations. The loss, alteration, or unavailability of information in this category would
have little direct impact on NASA's missions but might expose the Agency to embarrassment, loss of credibility, or public ridicule.

1. Information posted for public access which could expose NASA missions to risk if compromised should be afforded additional
protective measures. In these cases, the baseline requirements for ADM information should be implemented. (For example,
contractors may submit proposals based on information from NASA web sites. Loss, alteration, or unavailability of data at the
site could result in protests, thereby impacting procurement cycle time and ultimately NASA missions.)

2. Integrity and availability are the driving concerns. IT security controls are selected to protect the resources themselves and
are not intended to protect the confidentiality of the information.
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Quota Policy on Disk Space and Files

Filesystems on NAS systems have the following types of quotas:

e Limits on the total disk space occupied by your files
e Limits on the number of files (represented by inodes) you can store, regardless of size. For quota purposes, directories count
as files

Hard and Soft Quota Limits

NAS quotas have hard limits and soft limits. Hard limits should never be exceeded. Soft limits can be exceeded temporarily, for a
grace period of 14 days. If your data remains over the soft limit for more than 14 days, the soft limit is enforced as a hard limit. On
some filesystems, this means that write attempts will fail. On other filesystems, it will mean that your PBS jobs will no longer start.
To reduce your data to below the quota limits, you can delete unneeded files or copy important files elsewhere, such as the Lou
mass storage system, and then remove them locally.

Filesystem quotas are shown in the following table:

| HNAS Compute Resources||Lou |
[$SHOME  |[NFS [xFs ]
|Space: soft H8 GB ||none |
ISpace: hardHlO GB ||none |
Inode: soft |[none 250,000
|Inode: hard Hnone ||300,000|
|/nobackup HLustre /nobackuppX ||N/A |
|Space: soft Hl TB ||N/A |
Space: hard|[2 TB (na ]
Inode: soft |[500,000 (Nna ]
Inode: hard |[600,000 nA ]

To learn how to check your disk space, inode usage, and quotas, see the following articles:
e Home Filesystems for NAS Compute Resources

e NAS Lustre Filesystems
e The Lou Mass Storage System

Email Warnings and Consequences

It is expected that your data will exceed your soft limits as needed. When this occurs, you will begin to receive daily emails to inform
you of your current disk space and how much of your grace period remains. However, if your data is still over the soft limit or if you
reach the hard limit, restrictions are put in place.

Once you exceed your filesystem limits, PBS will return the following error and prevent you from submitting new jobs:

gsub: Filesystem quota exceeded! Please reduce your usage or request an increase before submitting.

The following table shows the quota enforcement policy for each type of filesystem.

|Fi|esystem ||Grace Period“Enforcement |
/nobackuppX 2 weeks Batch jobs won't

run
I/nobackupnfsz ||2 weeks HWrites are disabled |
N.AS Compute Systems home 2 weeks Writes are disabled
directory
|Lou home directory ||2 weeks ||Writes are disabled |

More details are available in the following sections.

Lustre Filesystems (/nobackuppX)
If your grace period has expired, then your batch queue access is restricted and no new jobs can be run until your data on the Lustre

filesystem is reduced to an amount below the soft limit. Any jobs that are running will continue to run. If you reach the hard limit,
your batch access is immediately restricted, but any running jobs will continue.

NAS Compute Systems Home Directory and /nobackupnfs2
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If your grace period has expired, then any writes to that filesystem will fail, and any jobs that attempt to write to the filesystem will
fail. You will be unable to write to the filesystem until your data is reduced to an amount below the soft limit. Similarly, if you reach
the hard limit, any writes will immediately fail and you will be unable to write to the filesystem until your data is reduced to an
amount below the hard limit.

Lou Home Directory

If your grace period has expired, then any writes that attempt to create new files will fail. You will be unable to create any new files
until the number of files is reduced to below the soft limit. If you reach the hard limit, any writes that attempt to create new files will
fail until the number of files is reduced to below the hard limit.

The maximum size of a tar file moved to Lou should not exceed 2 TB. If you need to archive larger files, please contact the NAS
Control Room at support@nas.nasa.gov for assistance.

Note: The Shift tool, which is a convenient way to transfer files to Lou, can created a set of smaller independent tar files from a
single large directory. For more information, see Shift File Transfer Overview.

Changing Your Quotas

If an account needs larger quota limits, send an email justification tosupport@nas.nasa.gov. Your request will be reviewed by
management for approval.
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Mission Shares Policy

Mission directorate shares have been implemented on HECC systems for more than ten years. Implementing shares guarantees that
each mission directorate gets its fair share of resources.

The share to which a job is assigned is based on the project group ID (GID) used by the job. After all the cores within a mission
directorate's share have been assigned, other jobs assigned to that share must wait. This is true even if cores are available in a
different mission directorate's share, with the following exception:

When a mission directorate is not using all of its cores, other mission directorates can borrow those cores, but only for jobs
that will finish within 4 hours. When part of the resource is unavailable, the total number of cores decreases, and each mission
directorate loses a proportionate number of cores.

You can display the share distribution by adding the -W shares=- option to the gstat command. For example:
%qstat -W shares=-

Group Share% Use% Share Exempt Use Avail Borrowed Ratio Waiting

Overall 100 0405070 0 44 405026 0 0.00 47680
ARMD 27 28110166 747116736 0 6570 1.06 392206
HEOMD 23 21 93560 1360 87952 5608 0 0.94 125004
SMD 33 33136088 16136696 0 608 1.00 390340
ASTRO 14 7 56703 0 30724 25979 0 0.54 131656
NAS 2 0 8505 0 3080 5425 0 0.36 67488

Mission shares are calculated by combining the mission's HECC share of the shared assets with the mission-specific assets. The
second column of the sample output above shows the mission shares. Other information displayed includes: the amount of resources
used and borrowed by each mission, the amount of resources available to each mission, and the resources each mission is waiting
for.

The gs utility (available under /u/scicon/tools/bin/gs) provides similar information, and also includes details that break the resources
into the different processor types. In addition, the utility can show the remaining time for jobs that are running, or how much time
was requested by waiting jobs.

Specify the -h option of gs for instructions on how to use it. For example:

% /u/scicon/tools/bin/gs -h

usage: gs [-d] [-D] [-h] [-M] [-n N] [-0] [-r] [-s svr] [-t] [-u] [-V] [-W]
[-x] [--audit f] [--file f] [--runout f] [--user U]

-d : darker colored resource bars (for a light background)
-D : show count of offline & down nodes
-h : provide this message

-n NUM : show time remaining before NUM nodes are free
-N NUM : show time remaining before NUM nodes are free; suppress
other output

-0 : show old-style resource usage without time information

-r : show runout times & expansion factors

-ssvr  :show data for PBS server svr [default: pbspli]

-t : show time remaining & nodes used for each running job

-u : highlight resources for jobs of user running gs

-v : (verbose) provide explanation of display elements

-w : have resource bars show wait time, not remaining time
(cannot be used with -n, -o, -t, or -x)

-X : have resource bars show expansion factor of jobs,

not remaining time (cannot be used with -n, -o, -t or -w)
--audit f : reserved for debugging
--file f :reserved for debugging
--runout f : put runout information in file f
--user U : highlight resources for jobs of users U (comma-separated list)
--noShares : highlight resources for jobs that could start now if no shares
--Tnode : highlight resources for jobs that use only 1 node

Here is a sample output file of gs:
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pbspll:10-0ct-2019 13:87 100% of mission share
ARMD [

r:1@5% 14335 12 1 4+325+55555555

w:412% .4.55 :+325+55555555

L :4+555+5555555+
1545 111 54+555+5555555+
1:53 t::54+555+5555555+
2215 1::535.525555555+
2245 :::4354555555555
—running, exempt from share
HEQOMD |
r: 95% .33: L W25+
w:l3B% +4+% t#.558
352# s #5548
4:3; s #5554
s TTH s #55%
11.2 s #55%
—running, exempt from share
ASTRO

r: 54% 251 +155+2551
w:233% 52 2+25512521
54 5+25+225+

SMD |
r:108% .;5#% til:444++1111111111111113121312121313212131321211221122+2+1
w:1369% 3++# s l++++111111111111212132112121121311221213211123122+251

1#44 t:.l++++11111111111111113131213112121113121321111112+251

1#1# :::5++++1111111112131213211313132331323121321113112112+251

2R s 54+4+++1111111111121112212111312113121113113113111111312+551

LAE 2 t:3:4+++11111111111111213111212112131123121321111115+551

5144 t:5:44+++111111111111111111112111131121111111111111151+51

ELE 2 rpe++++111111113111212132312123213123132212131112115155

—running- -waiting

—running, exempt from share
Key: <=1h <=2h <=4h <=Bh <=1d <=2d <=3d <=4d <=5d =>5d
. L H + 1 2 3 4 5 #
Pleiades Used Nodes (above) .... san:1544 ivy:4713 has:1929 bro:1892 ele:1135 sky:2191 cas
Pleiades Unused Modes (below)... san: 1 iwy: B has: 1 bro: 4 ele: 4 sky: B cas:
Unused, but limited by Resv .... san: ?  iwvy: @ has: @ bro: 2 ele: B sky: B cas:
Unused in devel,*ops queues .... san: 289 ivy: 243 has: 93 hbro: 98 ele: 8 sky: @ cas:
Unused GPU Nodes (G,C) tvvvvuans 58 12

Unused ldan Modes (L) .......... San: 3
Unused ded Nodes (Q,0,0,0,0,0,Q) san: 36 iwy: 53 has: 5 bro: 1 ele: @ sky: 41 cas:

£ 1 0

ib Q

Merope Unused ........ wes: 398

il

Each letter/number/symbol (w,s,i,h,b,e, k,c,#, &, #, &, &, %,%,#) ~= the same number of SBUs/hr
{which varies with your window width and current mix of jobs running and gueued)
==> in nodes: w,# ~= 354.4 wes; s,# ~= 265.8 san; i,# ~= 212.6 ivy; h,# ~= 177.2 has;
b,# ~= 151.9 bro; e,# ~= 151.9 bro_ele; k,# ~= 186.3 sky_ele; c,# ~= 186.3 cas_ait

1824

186

nodes.
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