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Awareness Training Instructions
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Starting

e Exception to this specific IT security training:

— JPL employees are required to take an alternate
course for IT security training which can be found
on the http://ebis.jpl.nasa.gov/ website.

* This website is only accessible from within the JPL
network.

e Contact the NAS Control Room if you have any
questions or issues or if you are a JPL employee with no
access to the JPL network.

— support@nas.nasa.gov
— (800)331-8737
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*Go to the URL
satern.nasa.gov
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https://satern.nasa.gov/

Logging into SATERN

*Click on the red
button marked “Log
into SATERN” on
the right of the
screen.

£ SATERNInfo

New to SATERN?
Having troetide logging In?
Deataded instructions 0a iopging nto
SATERN

Browser Help

' | Disable Pop-Up Blocker

" Java Troubleshooting for Mac
For issues accessing SATERN tramings
when using a Mac
sd Systemn Settings

SATERN News s lmanching SATERN

3 Access Launchpad
Forgot your Agency User 10 or Passwoed?

SATERN Overview » Log info SATERN for the fiest bene
The System for Admnistration, Training, and Educatonal Easy s2eps 10 as5s! new Loarners 10 log mto SATERN
Resources for NASA (SATERN) & NASA's Learning

Masagoment System (LMS) Ihat provides wed-dased access [l » SATERN Leamnes Account Vakdaton % 3 SATERN Help
10 Yaning 3nd Career Geveiopmant &30t Troubls logging 7 Make sure your SATERN Leamer account NSSC Contact Conter
5 actve WS 8T7-NSSC-123
SATERN Upgrade is Live! (877-677-2123) o¢
The of SATERN impée » SATERN Cuick Referance Ouide NASA-Ca%IM SUppon@nasa gov
: Sp-by-step answers 1o SATERN questions for Leaners and Hours of Operaton
SUpemon 8am -3pm ET

» SATERN Tutorad for Leamners
Contains interactive lessons all about SATERN - why you
need & and how 1o use £

+5 This is a US. Govesnment system and &5
N for authored users only. By accessing
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Logging into SATERN Cont.

* (Click the )| @ wtps st nas govicMBBEntentsplsh 5t 9 = B X | O Wating foratemnusagov * IS
“Continue” ' |
button on the
bottom of the
page.

* Apop-up
window may
appear. You
canignore it by ‘
clicking the .., -
“Cancel” o
button.

ATTENTION

WHEN NOT UNDER THE CONTINUING CONTROL AND SUPERVISON OF A
PERSON AUTHORIZED ACCESS TO SUCH MATERIAL, IT MUST BE, ATA
MINIMUM, MAINTAINED IN A CLOSED PASSWORD CONTROLLED SYSTEM.

4 e e -
Windows Securnty 2

fion is prohibited.
on, has possessio
Privacy Act who
receive it, shall be
552a(i)(1))
rrrrrrrrrr

| Password }: g the Notice
R¢ ’ misdemeanor and
Domain: ADAM-PC

Remember my credentials

! Connecting to lsunchpad.nasa.gov.

concerning an
panor and fined not

ok ][ comce lf

lor useina computer prognm except punuant to a written agreement
d the reciplent agency or non-Federal agency. (5 U.S.C, 552a(0))
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* On this screen
enter your
username and
your launchpad
password.

* Your username
is the same as
what you use to
get into the
NAS systems.

NASA High End Computing Capability

6 X ‘hﬂpi la

inchpad nasa.govismeerver/cdcserdet? O ~ @ C | @ Access Launchpad

@’ \Accen Launchpad

— gy, ¥
< - >

Login:

To login with your Smartcard, insert card into
card reader and click on the button below.

5 Agency User ID (AUID):| hsimpson 8
5 Smartcard Login

To login with your RSA token, click on the
button below.

@ RSA Login

meo(d:[oooooooounuooo ]

)

Forgot Agency User 1D or Paggworg ?

A profile allows you to access certain NASA applications such as SATERN and Secure WebEx. If you have not
created your profile yet, you may do so by clicking the “Create My Profile” button below

Create My Profile Frequently Asked Questions



 Ifyoudon’t
know your
password you
can use your
RSA to log in

* |nordertodo
this you will
first have to
click on the
“RSA Login”
button.
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@ Mhtps//launchpsd nasagowimiened/cdesendet! © = @ C | @ Access Launchpad

| @’ \Aoeoco Launchpad

Login:

To login with your Smartcard, insen card into
card reader and cick on the button below

i_ Agency User ID (AUID):

Returning Use

ol Smartcard Login Password: |

]

[~ R RSA Login

7o logh Wi yous R8A k. cack o e

Forget Agency User 1D o Paagaeg ? ‘

created your profile yet, you may do so by ciicking the “Create My Profiie” bution below.

st-Time User

A profile allows you 10 access certain NASA applications such as SATERN and Secure WebEx If you have not

LS S-S S —

Create My Profile Frequently Asked Questions

>
"‘ 100% «~




Logging into SATERN Cont.

* From here
you will want
to enter your
username
and token.

* Passcode (8
character pin
and the 6
characters
that show up
on your
token)
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Login:

To login with your Smartcard, inset card into e ARTAT
card reader and click on the button below | | QU (AUID):| hsimpson [

RSA Token Passcode:| [

oy RSA Logi
S: crww—— ot ‘ I =
L = Forgot Agency User 1D ?

i

A profile allows you 10 access certain NASA applications such as SATERN and Secure WebEX. If you have not
created your profile yet, you may do so by clicking the “Create My Profiie” button below.

Create My Profile ‘Frequently Asked Questions
v
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* Ifyou are T ==

“~ C & hitpsy/launchpad.nasa.gov/amserver/cdeserviet?’goto=https63A%2F%2Fsatern.nasa gov3A @ 0O =

u n a b I e to | Og =t Apps Yahoo! iGoogle Read Manga Online . [} Watch TV and movi. <8+ Watch Anime Now! ... » (] Other bockmarks

. . 0 login with your RSA token, click on the m ’
'n Using your = e

password or
RSA token,

t h e N yo u Ca N allows you to access certain NASA applications such as SATERN and Secure WebEx. If you have not created your
profile yet, you may do so by clicking the “Create My Profile” button below

contact the
launchpad

a US Government computer. This system is for authorized users only.

h | d k t ssing and using this computer system. you are consenting to full system monitoring of your process - including keystrokes Be
e p e S a ed that unauthorized use of, or access 1o this computer system may subject you to disciplinary action and/or criminal
ion

(866) 419-6297
dCCesS your
account.

Need Help? Call 1-866-415-6297 or « mail the help desk

so bntanrata? fintarn -t A8 T )

Prvacy Policy
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Look at the
learning plan,
which is in the
middle of the
screen and
select the “FY
2014 Annual
Information
technology
security” course
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nternet

e The course
should launch
automatically.

* If this doesn’t
happen then
please see the
next few slides.

NASA High End Computing Capability

mcontent/sco

_SID=C2626850"

&

FY2014 ANNUAL INFORMATION TECHNOLOGY
SECURITY AND PRIVACY AWARENESS

| HOME |  COURSEMAP GLOSSARY ACRONYMS

nsse

Select HOME at anytime to return to this page.
content please

44

e | blocksom@nasa.gov

For technical issues with this course please
~ contact the NSSC Contact Center:

Phone: 877-677-2123
E-mail: nasa-satern.support@nasa.gov

Select the [¥IPLAY button at anytime to hear
audio on the page. Click the [1|PAUSE button
to stop audio from playing. Note that your
choice of either is retained on the next page

There is no audio on this page

Select the "BEGIN COURSE" button below to
start training.

BEGIN COURSE

Select the || NEXT and [ & | BACK buttons
below to navigate forward and backwards
through the course.

Select the [x|EXIT button at anytime to exit
the course. You will have the option to return

rev

d movi...

<%+ Watch Anime Now! .

6850&cor 77| @

» [ Other bookmarks

to the last slide you visited when you re-enter
the course.

Select NEXT fo begin the course.

NASA A

re-
37 A
s B

o~

J

Learner: NUDELMAN, ADAM J

TRAINING

Do not close this page or navigate from this page while you are working with online

content. Some content may rely on this window to save your progress.

‘When you have completed the content, you can relaunch the content or use the

menus or the links below to navigate elsewhere.

Launch Again

| Home | Learning History |

@

11



Problems

e |f the instructions in the next section do not assist
you with launching the course please contact the
SATERN help desk at (877)677-2123

* |f the SATERN helpdesk is unable to resolve the
problem then please contact the NAS Control
Room at support@nas.nasa.gov or (800) 331-8737
stating so.

NASA High End Computing Capability
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* For Internet
Explorer you
will notice a
pPop-up
request at the
bottom of the
page.

* You can click
on the “Allow
Once” option
or “Always
allow” option

NASA High End Computing Capability

Internet Explorer Pop-up Problems

oA

re e B W https://satern.nasa.gov/leaming/user/leaming/re O -~ @ G % Learning and Performance ...

File Edit View Favorites Tools Help

y (:\\

NASA

Syatem for Administration, Training, and Educational Resources for NASA
Leamer

Online Content Structure

FY2014 ANNUAL INFORMATION TECHNOLOGY SECURITY AND PRIVACY AWARENESS TRAINING
COURSE ITS-014-001
Revision: 11/3/2013 03:29 PM America/New York

Do not close this page or navigate from this page while you are working with online
content. Some content may rely on this window to save your progress.

When you have completed the content, you can relaunch the content or use the
menus or the links below to navigate elsewhere.

Launch Again

Internet Explorer blocked a pop-up from satern.nasa.gov. Allow once Options for this site ¥

| Home | Learning History
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 The “Always
allow” option
can be found
by clicking on
the “Options
for this site”
button.

* Now click on
the “Launch
Again” button
to launch the
course

NASA High End Computing Capability

Internet Explorer Pop-up Problems
Cont.

E https://satern.nasa.gov/learning/user/learning/re O ~ @ & E Learning and Performance ...

File Edit View Favorites Tools Help

SATERN 2

System for Administration, Training, and Educational Resources for NASA

Online Content Structure

FY2014 ANNUAL INFORMATION TECHNOLOGY SECURITY AND PRIVACY AWARENESS TRAINING
COURSE ITS-014-001
Revision: 11/3/2013 03:29 PM America/New York

Do not close this page or navigate from this page while you are working with online
content. Some content may rely on this window to save your progress.

When you have completed the content, you can relaunch the content or use the
menus or the links below to navigate elsewhere.

Launch Again | Home | Learning History

Always allow

Mare settings

- m

Internet Explorer blocked a pop-up from satern.nasa.gov. Allow once © Options for this site ¥
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* For Chrome Bl Lomng and Potorman <

<« C B htps//satern.nasagov/learning/user/learning/s

you Wi” notice it apps N vanoo! EJ iGoogle Read Manga Online ... [1] Watch TV and movi.. <8¢ Watch Anime Now! ..

a little “X” to SATERN

Dywtorn tie Adruvintratuwn Trameny and i alasnal Meaow ves for NABRA

Learner

t h e rlg ht Of Online Content Structure
the URL at the | Sl monoeescmmuopmuauuess e

Revision: 11/22013 0329 PM Amernicatlew York

Do not close this page or navigate from this page while you are working with online
p a ge . content Some content may rely on tis WINGOW 10 Save your progress

Vhen you have completed the content, you can relaunch the content or use the
menus or the inks below 10 navigate elsewhere

e (Click on this
icon.

Launch Agan | Home | Learning Histo
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e Check “Always
allow pop-ups
from
Satern.nasa.gov”
then click “Done”

* Now click on the
“Launch Again”
button to launch
the course

NASA High End Computing Capability

[§| Learning and Performan
€« C £ hupsy/saternnasagov/iearning/user/learning/reviewOnlineContentd mponentTypelD=Rv¢ @ =
%7 Apps Yahoo! iGoogle Read M The following pop-ups were blocked on this page her bookmarks
wa ———
SATERN ‘ H——
Bywiewn for Adrviatratsen, Tram
== 8]
Online Content Structure Manage pop-up blocking Done
FY2014 ANNUAL INFORMATION TECHNOLOGY SECUNITY ANU FRIVALY AVFAKENE Y'Y TIAMNMG
COURSE ITS-014-001
Revision: 11372013 0329 PM Amencatiew York
Do not close this page of navgate from this page while you are working with online
content Some content may rely on this window 10 $3vé your progress
VWhen you have completed the content, you can relaunch the content or use the
menus of the links delow to navgate elsewhere
Launch Agan | Home | Learning Histor
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* For Firefox you [[Eimsmsremne-iams.

(' @ https://satern.nasa.gov/leaming/user/learning/reviewOnlineContent.do?componentID=IT¢ ° c ~ Google

Ll L]
WI I I n Ot I C e a m Firefox prevented this site from cpening a pop-up window,

pop-up request | @ SALERIN . ..
at the top of o

t h e age FY2014 ANNUAL INFORMATION TECHNOLOGY SECURITY AND PRIVACY AWARENE SS TRAINING
p g . COURSE ITS-014-001
Revision: 11/3/2013 03:29 PM America/New York

Online Content Structure

L
* C(Click on the
Do not close this page or navigate from this page while you are working with online

o H V24 o
pt I o n content. Some content may rely on this window to save your progress.
When you have completed the content, you can relaunch the content or use the
button.

menus of the links below to navigate elsewhere.

Launch Again

| Home | Learnir

NASA High End Computing Capability
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* Click on the
“Allow pop-ups
for
satern.nasa.gov”
option

* Now click on
“Launch Again”
to launch the
course

NASA High End Computing Capability

| Lear and Performance - L -
i ng eaming

l
' © Firefox prevented this stte from opening 2 pop-up window.

SATERN

Byvtom tov Adwwvats atwn, Tramrg . and € atwonal Resswovs v NABA

Online Content Structure

FY2014 ANNUAL INFORMATION TECHNOLOGY SECURITY AND PRIVACY AWARENE SS TRAINING
COURSE ITS-014-001
Revision: 11772013 0329 PM Amencaew York

Do not close this page or navigate from this page while you are working with online
content Some content may rely on this window 10 Save your progress.

When you have completed the content. you can relaunch the content of use the
menus or he links below 10 navgate elsewhere

Launch Agen

{
1
|
n
!
1
|
d

Allow pop-ups for satern.nasa.gov

DRon't show this message when pop-ups are blocked

A B & #®

[Loseoe ]

| Home | Leamis
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e For Safari you
will notice a
pop-up request
at the top of the
page.

* Click on the
“Option” button.
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Nindow Help

#® Safari File Edit View History Bookmarks

@00

Learning and Performance —+ Learning —+ Learning History —+ Content Structure

[ | > J [ + |'| https @&/ satern.nasa.gov/learning/user/learning/reviewOnlineContent.do?studCpntiD=262€

[0 &8 Apple iCloud Facebook Twitter Wikipedia Yahoo MNews™ Popular~™

System for Administration, Training, and Educational Resources for NASA
[ e |
Online Content Structure

FY2014 ANNUAL INFORMATION TECHNOLOGY SECURITY AND PRIVACY AWAREMESS TRAIMNING
COURSE ITS-014-001
Revision: 11/3/2013 03:29 PM AmericaM™ew York

Do not close this page or navigate from this page while you are working with online
content. Some content may rely on this window 1o save your progress.

When you have completed the content, you can relaunch the content or use the
menus or the links below to navigate elsewhere.

Launch Again

I Home | Learning Hi
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e For Safari
open
Preferences,
which is
located in the
Safari menu.
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Safari Wl iew History Bookmarks Windo Help
About Safari and Performance —+ Learning — Learning History — Content Structure o
Safari Extensions... lern.nasa.gav/learning user/learning/ reviewOnlineContent.do?studCpntiD=2626 ¢ [Reader J @

Preferences. .. a8 Twitter Wikipedia Yahoo Mews ™ Popular ™ !
Private Browsing... % N
Reset Safari... fer, Training, and Educaticnal Reseurces for NASA
Services g __
O Hide Safari %H re
Fy; Hide Others  "C3#H CHNOLOGY SECURITY AND PRIVACY AWARENESS TRAINING
Co Show All
Rey 1 E icaMNew York
Quit Safari ®Q
Do not close this page or navigate from this page while you are working with anline
content. Some content may rely on this window to save your progress.
When you have completed the content, you can relaunch the content or use the
menus or the links below to navigate elsewhere.
Launch Again | Home | Learning Hi




* Uncheck the

+ Cor S
“ 7+ [§) btps @ satern.nasa.gov/icar er/le ' tud - 0
”BIOCk pop'UP ] #8 Apple I[Cloud Facebook Twitte - Wikipedia Yahoo News Y Popular ¥ < T
windows” ,SALE“BNW —
checkbox and B o -
Online :

check the = T L B B G
“Enable course e
J S . t ” Reviion “né Fraudulent sites: (¥ Warn when visiting a fraudulent website

ava Crl p Web content: (¥ Enable JavaScript
checkbox then
close the Internet plug-ins: (& Allow Plug-ins [ Manage Website Settings... 2

window. _

* Now click on the
“Launch Again”
button to launch
the course

Launch Again IHome | Learning Hi
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Final Notes

* Please contact the NAS Control Room at
support@nas.nasa.gov or (800) 331-8737 for
help if you have any difficulty with any of the

steps.

* |f all other methods fail please contact the
Control Room to arrange an alternate method

to take the training.

NASA High End Computing Capability
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