Using 'Giveto' to Copy Files and/or Directories to
Another User

Category: Files

NAS's in-house developed giveto script is built on the use of _Access Control Lists (ACL).
It allows one user (the giver) to copy files and/or directories to a /nobackup directory of
another user (the recipient).

giveto is installed under /usr/local/bin on Pleiades, Columbia and Lou.

In the example below, user zsmith gives a copy of his dir. abe directory on Pleiades to
user jbrown. The steps describe the giveto command used by each of them, and the
results.

1. User jbrown uses the command giveto -i zsmith to automatically (a) create an
INCOMING directory (if it does not already exist) under her /nobackup/ jbrown
and (b) grant user zsmith read/write/execute permission on this directory.

pfe20:/u/ jbrown% giveto -1 zsmith
nobackup[l] = /nobackup/ jbrown

pfe20:/u/ jbrown% ls -1d /nobackup/ jbrown/INCOMING
drwxrwx-——+ 2 jbrown s0202 4096 Jun 14 12:18 /nobackup/ jbrown/INCOMING

2. User zsmith uses the command giveto jbrown dir.abc to automatically (a)
create a subdirectory called zsmith_0 under jbrown's INCOMING directory, (b)
copy dir.abc t0 /nobackup/ jbrown/INCOMING/ zsmith_0, (C) grant user
jorown read/write/execute permission on
/nobackup/ jbrown/INCOMING/ zsmith_0, and (d) send an email to user jbrown
regarding the copy.

pfe20:/homel/zsmith> 1ls -1d dir.abc
drwx—————- 2 zsmith s0101 17 Jun 14 12:21 dir.abc/

pfe20:/homel/zsmith> giveto jbrown dir.abc
setfacl —m u: jbrown:rwx zsmith_0

setfacl -m u: jbrown:rwx zsmith_0/giveto.log
setfacl -m u: jbrown:rwx zsmith_0/dir.abc
setfacl -m u: jbrown:rwx zsmith_0/dir.abc/foo2

path = /nobackup/ jbrown/INCOMING/zsmith_0O

total 12

drwxrwx——-—-+ 3 zsmith s0101 4096 Jun 14 12:29 .
drwxrwx—-—-—-+ 3 jbrown s0202 4096 Jun 14 12:29 ..
drwxrwx——-—-+ 2 zsmith s0101 4096 Jun 14 12:21 dir.abc
—rw-rwx—-——+ 1 zsmith s0101 44 Jun 14 12:29 giveto.log
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Note: If the directory zsmith_0 already exists prior to this step, zsmith_1 would be
used instead.

3. User jbrown receives an email from user zsmith with a subject line "giveto files".
They see that the directory dir. abe has been copied successfully. Even though the
directory /nobackup/ jbrown/INCOMING/zsmith_0 is still owned by user zsmith,
user jbrown now has permission to read/write/execute files and directories under
/nobackup/ jbrown/INCOMING/zsmith_0O.

pfe20:/u/ jbrown% ls -lrt /nobackup/ jbrown/INCOMING
total 4
drwxrwx———+ 3 zsmith s0101 4096 Jun 14 12:29 zsmith_ 0

pfe20:/u/ jbrown%ls -lrt /nobackup/ jbrown/INCOMING/zsmith_0O
total 4
drwxrwx———+ 2 zsmith s0101 4096 Jun 14 12:21 dir.abc

pfe20:/u/ jbrown%ls -lrt /nobackup/ jbrown/INCOMING/zsmith_0/dir.abc
total 4
—rw-rwx———+ 1 zsmith s0101 8 Jun 14 12:21 fooZ2

pfe20:/u/ jbrown%getfacl /nobackup/ jbrown/INCOMING/zsmith_0/dir.abc
# file: /nobackup/ jbrown/INCOMING/zsmith_0/dir.abc

# owner: zsmith

# group: s0101

user: :rwx

user: jbrown:rwx

group: :——-

mask: :rwx

other::——-

Read man giveto for more information.

The giveto script was created by NAS staff member Arthur Lazanoff.
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