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All NAS users play an important role in safeguarding their own data and NASA resources.
The following articles are organized to assist you in a) getting familiar with security-related
terminology and NAS security policies and guidelines; and b) performing the necessary
steps in order to successfully and safely log into NAS systems.

Security Terminology, Policies, and Guidelines

Secure Shell (SSH)• 
Role of the Secure Front-Ends• 
Two-Factor Authentication and Policy• 
RSA SecurID Fobs• 
Password Creation Rules• 
Public/Private Key Pairs• 
Acceptable Use Statement• 
Account Policies• 

Steps for Logging In to NAS Systems

Enabling SecurID Fob and First Time Login to a Secure Front-End• 
Subsequent Logins to HECC Systems• 
Two-Step Connection Using SecurID+Password for the SFEs• 
Setting Up Public Key Authentication• 
Two-Step Connection Using SecurID+Publickey for the SFEs• 
Setting Up SSH Passthrough• 
One-Step Connection Using Publickey and Passthrough• 
Pleiades Front-End Load Balancer• 
Common Login Failures or Issues• 
Post Login Issues• 

Data Handling Information

Once you are connected to a NAS system, follow the policies and guidelines in the articles
below when handling your data.

ITAR/Export Control• 
SUID/SGID Scripts• 
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http://www.nas.nasa.gov/hecc/support/kb/Secure-Shell_228.html
http://www.nas.nasa.gov/hecc/support/kb/Role-of-the-Secure-Front-Ends_54.html
http://www.nas.nasa.gov/hecc/support/kb/Two-Factor-Authentication-Policy_32.html
http://www.nas.nasa.gov/hecc/support/kb/RSA-SecurID-Fobs_58.html
http://www.nas.nasa.gov/hecc/support/kb/Password-Creation-Rules_270.html
http://www.nas.nasa.gov/hecc/support/kb/PublicPrivate-Key-Pairs_33.html
http://www.nas.nasa.gov/hecc/support/kb/Acceptable-Use-Statement_41.html
http://www.nas.nasa.gov/hecc/support/kb/Account-Policies_20.html
http://www.nas.nasa.gov/hecc/support/kb/Enabling-Your-SecurID-Fob-and-First-Time-Login_59.html
http://www.nas.nasa.gov/hecc/support/kb/Subsequent-Logins-to-HEC-Systems_60.html
http://www.nas.nasa.gov/hecc/support/kb/Two-Step-Login-Password+SecurID_53.html
http://www.nas.nasa.gov/hecc/support/kb/Setting-Up-Public-Key-Authentication_230.html
http://www.nas.nasa.gov/hecc/support/kb/Two-Step-Login-Publickey+SecurID_231.html
http://www.nas.nasa.gov/hecc/support/kb/Setting-Up-SSH-Passthrough_232.html
http://www.nas.nasa.gov/hecc/support/kb/One-Step-Connection-Using-Publickey-and-Passthrough_62.html
http://www.nas.nasa.gov/hecc/support/kb/Pleiades-Front-End-Load-Balancer_233.html
http://www.nas.nasa.gov/hecc/support/kb/Common-Login-Failures-or-Issues_162.html
http://www.nas.nasa.gov/hecc/support/kb/Post-Login-Issues_238.html
http://www.nas.nasa.gov/hecc/support/kb/ITARExport-Control_154.html
http://www.nas.nasa.gov/hecc/support/kb/SUIDSGID-Scripts_263.html
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